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TEPMUWHBI U OITPEJIEJIEHUSA

be3onacHOCTh NMEPCOHANBHBIX AAHHBIX — COCTOSHME 3aIlMILNEHHOCTH NEPCOHAIBHBIX
JaHHBIX, XapaKTePU3yeMOe CIOCOOHOCTHIO TOJB30BATENICH, TEXHHYECKUX CPEICTB U
MH(POPMALIMOHHBIX TEXHOJOTUH 00ecrneYnTh KOH(PUIECHIUAIBHOCTD, ILIEIOCTHOCTh H
JOCTYIMHOCTh MEPCOHANBHBIX AHHBIX MPH MX 00paboTKe B MH(GOPMALMOHHBIX CHCTEMax
IIEPCOHAJIBHBIX TAHHBIX.

Jloctym B oONepamHOHHYI0O cpeay KoMmmbioTepa (MHPOPMAIMOHHOM CHCTEMBI
NMEPCOHAJILHBIX JAHHBIX) - MMOJYYEHUE BO3MOXKHOCTH 3allyCKa Ha BBIIIOJHEHUE IITATHBIX
KOMaH, (GYHKIMH, MPOIEAYp OINEPAllMOHHOM CHUCTEeMbl (YHUUYTOXKEHHUS, KOMHUPOBAHMUSI,
MepeMeIIeHnss ©W  T.I.),  HUCHOJHSAEeMBIX  (aijgoB  MNPUKIAAHBIX  MPOTPAMM.

I[OCTyl'[ K I’IH(l)OpMaIII/II’I — BO3MOXXHOCTD ITOJIYUCHHUA I/IH(i)OpMa]_II/II/I N €€ HMCIIOJIb30BaHUA.

Nnentuduxkanms - npucBoeHrne cyObeKTaM U 00BEKTaM JOCTyna HieHTU(]UKaropa u
(W) cpaBHEHUE MPEABSIBISIEMOT0 UACHTHU(PUKATOPA C MEPEYHEM MPUCBOEHHBIX
UJICHTU(PUKATOPOB.

NudopmanuonHasi cucTeMa NepCOHATbHBIX JAHHBIX — COBOKYITHOCTh COJIEPKAIUXCS B
0azax JaHHBIX [EPCOHAJBHBIX JIAaHHBIX MW  OOECMEUMBAIOIIMX UX 00paboOTKy
MH(OPMAITMOHHBIX TEXHOJIOTHUI U TEXHUYECKUX CPEJICTB.

HcTounuk yrpo3sl Oe3onmacHocTH HHGpopManuum — CyOBEKT JIOCTYIa, MaTepUaIbHBIMN
00BEKT Wi (PU3MYECKOE SIBJIICHUE, SBISIONMECS MPUYMHON BO3HHUKHOBEHHUS YTPO3bI
6e3omacHoCTH UH(POPMAIIUH.

KonTpoaupyemasi 30Ha - 5TO IPOCTPAHCTBO, B KOTOPOM HCKJIIOUEHO HEKOHTPOJIUPYEMOE
npeObIBaHNE COTPYAHUKOB M TOCETUTENICH omepaTopa W MOCTOPOHHUX TPAHCIOPTHBIX,
TEXHUYECKUX Y MHBIX MaTePUATbHBIX CPEICTB.

HecaHKIIMOHUPOBaHHBIN J0CTYN (HECAHKUMOHMPOBAHHbIE JAEHCTBHUS)— JOCTYN K
uHbopMaIuu WM ACUCTBUS ¢ WH(DOpMaIuen, Hapylalolme MpaBujia pa3rpaHUueHUs
J0CTyIa C WCIOJIb30BAHUEM IITAaTHBIX CPEJICTB, MPEIOCTABISIEMBIX WH(OPMAITMOHHBIMU
CHUCTEMAaMM NEPCOHAIBHBIX TAHHBIX.

O0padoTKka nmepcoHANbHBIX JAHHBIX — JII000E JIeCcTBUE (Onepalysi) UM COBOKYITHOCTb
nercTBuil (omepaluii), COBEpIIaeMbIX C HCIOJIB30BAHUEM CPEJCTB aBTOMATH3ALMKU WU
0€3 HUCIONb30BaHMsI TAKUX CPEACTB C NMEPCOHAIBHBIMU JaHHBIMH, BKJIIOYasi cOOp, 3amucCh,
CHUCTeMAaTH3allhio, HAKOIUICHWe, XpaHEHHue, yTouyHeHHe (OOHOBJIEHHE, W3MEHEHHE),
W3BJICUCHHE, WCIIOJIB30BAaHUE, Nepenady (pacrnpocTpaHEHue, NMPENOoCTaBIEHUE, AO0CTYM),
o0e3nuuMBaHue, OJOKUPOBAHME, YyAAJCHUE, YHUUYTOXKEHHE TIEPCOHAJIbHBIX JTAHHBIX.

Omneparop - TOCyAapCTBEHHBIM OPraH, MYHMIMIIAJIBHBIA OPraH, HOPUAUYECKOE WIIN
(du3nyecKoe MO0, CaMOCTOATEIBHO UM COBMECTHO C APYTMMHM JIMLIAMH OPTaHU3YIOLIHUE U
(unm) ocymecTBisAOmKE 00pabOTKY NEPCOHANBHBIX JAHHBIX, @ TAKXKE OINPEAEISIOLIUE
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eI 00pabOTKM MEPCOHATBHBIX JTAHHBIX, COCTAB MEPCOHANBHBIX AHHBIX, TOJIEKAIINX
oOpaboTke, neWcTBHs (Omepaluu), COBEpIIaeMble C MEPCOHAIBHBIMU JAHHBIMH.

IlepconajbHbIe AaHHBIE — JTt00ass MH(POPMAIUS, OTHOCAIIASACS K MPSIMO WM KOCBECHHO
OTIPEICIICHHOMY WM ONpeaeasieMoMy (QU3HUECCKOMY JHIYy (CYOBEKTYy NEpCOHAIbHBIX
JTAHHBIX ).

[Moab30Baressb HMHPOPMALUMOHHON CHCTEMbI MEPCOHAJBHBIX [JaHHBIX — JIHIIO,
y4acTBymOIIee B (PYHKIIMOHUPOBAHUU WH(OPMAITMOHHON CHCTEMBI TIEPCOHATBHBIX JaHHBIX
WJIM MICTIOJNB3YIOIIEE PE3YIbTAThl €€ (DYHKIIMOHUPOBAHUS.

IIpaBuiia pa3rpaHuveHusi J0CTYNAa — COBOKYITHOCTD MPABUJI, PETIAMEHTHPYIONIUX TpaBa
JOCTyMa CyOBEKTOB JOCTYIA K 00bEKTaM JIOCTYTIA.

Pecypc wuHpopMALUMOHHOW  CHCTEMbI - HWMEHOBAHHBIM  3JIEMEHT  CHCTEMHOTO,
MPUKIAAHOTO WM afmapaTHOro odecredeHus: (GYHKIMOHUPOBAHUS WH(OPMAIMOHHOU
CHUCTEMBI.

CpeIlCTBa BbIYMCJIUTEIbHOH TEXHHUKH - COBOKYIIHOCTB IIPOI'pPaMMHBIX M TCXHHYCCKHUX
OJICMCHTOB CUCTCM 06pa60TKI/I JaHHBIX, CITOCOOHBIX (bYHKHHOHHPOBaTB CaMOCTOATCIIbHO
HJIK B COCTABC APYIUX CUCTCM.

Cy0bekr pgocrtyma (cy0ObekT)- JHMII0O WIM MPOUECC, JEUCTBUA  KOTOPOTO
perIaMeHTUPYIOTCS MPaBUJIaMU pa3rpaHUuCHHUsI TOCTYTIA.

Texnnueckue cpeacrsa HHPOPMAIMOHHOM CHCTEMbI MEPCOHAJBHBIX [AHHBIX -
CPEICTBa BHIYMCIUTEIHPHOW TEXHHUKH, WH()OPMAITMOHHO-BBIYUCIUTEIBHBIE KOMIUIEKCH U
CETH, CPEJICTBAa W CHUCTEMBI Iepefadd, mprueMa M 0OpadOTKH TEePCOHAIBHBIX TaHHBIX
(cpemctBa W CHUCTEMBI  3BYKO3aIlMCH, 3BYKOYCHWJICHHS, 3BYKOBOCIIPOHM3BEICHUS,
MIEPETOBOPHBIC M TEICBU3MOHHBIC YCTPONCTBA, CPEJCTBA M3TOTOBJICHUS, THPAKHUPOBAHUS
JIOKYMEHTOB U JIpyTrMe TEXHUYECKHE CPelicTBa 00pabOTKU pedyeBoi, rpaduueckoii, BUIeO-
1 OyKBEeHHO-1IM(GPOBOI HHPOPMAIINH ), TPOTPAMMHbBIE CPEICTBA (ONIEPAIIMOHHBIE CUCTEMBI,
CUCTEMBbI YIIpaBlieHUsI 0a3aMM JIaHHBIX M T.IL.), CPEJCTBa 3alIUThl HH(OpPMAIIUU.

¥Yrpo3sl 6e301aCHOCTH MEePCOHAIBHBIX JAHHBIX — COBOKYITHOCTh YCJIOBHM U (haKTOPOB,
CO3JA0IIMX ONACHOCTh HECAHKIMOHUPOBAHHOIO, B TOM YHCIIE CIy4alHOrO, OCTyIa K
MIEPCOHAIIBHBIM JJAHHBIM, PE3YJIbTaTOM KOTOPOIO MOKET CTaTh YHHUUYTOKEHHE, N3MEHEHHE,
0JIOKMpOBaHUE, KOMMUPOBAHUE, PACIPOCTPAHEHHE MEPCOHATIBHBIX JAHHBIX, a TaKKe MHBIX
HECAaHKIIMOHUPOBAHHBIX JEUCTBUI Mpu HUX 00pabOTke B HMH(POPMALMOHHON cHUCTEME
MEPCOHANIbHBIX TAHHBIX.

Yaszsumocts UCIIIH — HEeqocTaTOK Wik ¢j1aboe MECTO B CUCTEMHOM WJIM TPUKIIATHOM
nporpaMMHOM  (IIpOTrpaMMHO-aNMapaTHOM)  O0OECleYeHUH  aBTOMATH3MPOBAHHOU
MH(POPMALMOHHON CHCTEMBI, KOTOPOE MOKET OBITh MCIIOJIB30BAHO IS pealu3aluu
yrpo3sl 6e3omacuoctu [1/1H.

LenocTtHocTh HMHGOPMANMU - COCTOSHHE HWHGPOPMAIMU, MPU KOTOPOM OTCYTCTBYET
mo0oe €€ U3MEHEHHE JMOO W3MEHEHHE OCYLIECTBISETCS TOJIBKO MPEIHAMEPEHHO
CcyOBeKTaMH, UMEIOLIMMU Ha HETO MPaBO.
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IHNEPEYEHD COKPAH_[EHI/Iﬁ

ABIIO — aHTHBHPYCHOI MpOrpaMMHOE 00ecIIeYeHNE
APM — aBTOMaTH3UpOBaHHOE PabOYee MECTO
NCII [ — uadopMaiiioHHast CucTeMa epCoHaTbHBIX JAHHBIX
JIBC — nokanbHasi BEIYMCIUTENIbHAS CETh
HC/I — HeCaHKIMOHMPOBAaHHBIN JTOCTYTI
OC — onepaniioHHas: cucrema
IT/TH — nepcoHabHbIE TaHHbIE
[1O — nporpamMmmHOE obecrieueHne
C3U — cpenctna 3amuThl HHGOPMAIIUH
C3I1/In — cucrema (moIcMcTeMa) 3alUThl IIEPCOHAIBHBIX TaHHBIX
TKY U — TexHnueckue KaHabl yTeUKH MHQOpMALUK

VYBII/IH — yrpo3bl 0€30MacHOCTH MEPCOHATLHBIX TAHHBIX
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BBEJAEHHUE

Hacrosmass Tlomutuka wHbopmarmonHoir Oe3omacHoctn (manmee IlommTtrka)
Kazennoro yupexnenuss Henerikoro aBToHoMHOro okpyra «L{eHTp 3aHSTOCTH HaceleHUs»
(mamee Omepatop) pa3paboTaHa B COOTBETCTBHHM C IEISAMH, 3aja4aMd U TPUHITUTIAMHU
oOecrieyeHus: 0€30MaCHOCTH MEPCOHAIBHBIX TaHHBIX.

[lonmutuka pa3paboTaHa B COOTBETCTBUM C TPeOOBAaHUSIMH HOPMATHUBHBIX
JTOKYMEHTOB:

— ®denepanpHOro 3aKoHa oT 27 utoiist 2006 r. Ne 152-03 «O nepcoHalbHBIX JaHHBIX);

— [TocranoBnenust IIpaButenbcTBa «OO0 YTBEPXKICHUM TPeOOBAaHUN K 3allUTe
MEePCOHATBHBIX JaHHBIX MPHU UX 00pab0TKe B UH(POPMAIIMOHHBIX CUCTEMaX NMEPCOHATBHBIX
ma"gHeIX» oT 01.11.2012r. Nel119;

— IIpukaza «OO0 yTBEpXKIEHUM COCTaBa U COJIEPKAHUS OPraHU3aAlUOHHBIX U
TEXHUYECKUX MeEp IO OO0ecrnedyeHuto Oe30MaCHOCTH IMEePCOHANBHBIX JAaHHBIX MPHU HUX

00paboTke B MHPOPMAIIMOHHBIX CUCTEMax MEPCOHAIBHBIX JaHHBIX» OT 18 ¢enpamns 2013
r. DCTOK N 21.

B TIlonutuke omnpenenensl TpeboBanuss k mnepconany WCII[H, creneHb
OTBETCTBEHHOCTH TIEpCOHaNa, CTPYKTypa M HEOOXOJMMBIH YPOBEHBb 3allUIIEHHOCTH,
CTaTyC M JOJDKHOCTHBIE OOS3aHHOCTH COTPYAHHMKOB, OTBETCTBEHHBIX 3a oOecreueHue
6e3omnacHoctu nepcoHanbHbix AaHHBIX B MCIIJIn Kazennoro yupexnaenuss Henernkoro
ABTOHOMHOTO OKpyra «LIeHTp 3aHATOCTH HACEIICHUSD.
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1. OO0111e moJI0KeHU S

Lenpio Hacrosmei IlomuTmku sBiseTcss oOccredueHue O0e30IaCHOCTH OOBEKTOB
3amuTel Oneparopa OT BCEX BHUIOB YIPO3, BHEIIHUX U BHYTPEHHHX, YMBIIUIEHHBIX W
HEenpeIHAMEPEHHBIX, MUHUMH3aIUs yiep0a oT Bo3MokHOM peanu3anuu Y BIT/IH.

Mepsl 10 o0ecrieyeHnto 0€30MacCHOCTH NEPCOHAIBHBIX JAHHBIX MPUHUMAIOTCS IS
3aIIUTHI NIEPCOHAIBHBIX JTAHHBIX OT HENPABOMEPHOIO WIIM CIYyYalHOTO JOCTYIA K HHM,
YHUUYTOXKEHUS,  U3MEHEHMs,  OJOKMpOBaHMs,  KOIMPOBAaHUSA,  IPEJOCTaBICHUS,
pacrpoCTpaHeHus [IEPCOHAIBHBIX JaHHBIX, @ TAKXKE OT MHBIX HEIIPABOMEPHBIX JCHCTBUH B
OTHOLLIEHUU IIEPCOHAIIBHBIX JAaHHBIX.

Nudopmarus u cBsI3aHHBIE C HEW pecypchl JODKHBI OBITh JOCTYIIHBI IS
ABTOPU30BAHHBIX  MOJb30BaTenen.  J{OIDKHO ~ OCYIIECTBISITBCA ~ CBOEBPEMEHHOE
oOHapyxeHue u pearupoBanue Ha Y BIIJIH.

JIOJKHO OCYIIECTBIIATHCS MPEAOTBPALLEHUE NPEIHAMEPEHHBIX WIH CIy4YalHbIX,
YaCTUYHBIX WM TIOJHBIX HECAHKIMOHUPOBAHHBIX MOAU(MUKALMA WIH YHUUYTOXKECHUS
JaHHBIX.
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2. O0JacTh 1elicTBUSA

TpeboBanust Hactosieil [lomuTUKKM pacmpoCTpaHSAIOTCS Ha BCEX COTPYIHUKOB
Omnepatopa (IITaTHBIX, BPEMEHHBIX, pa0OTAIONINX MO KOHTPAKTy W T.M.), a TAKXKE BCEX
MPOYUX JIML (MOAPSATUUKH, Ay TUTOPHI U T.I1.).
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3. CucteMa 3alMTHI NEPCOHATBHBIX JAHHBIX
Cucrema 3amuThl nepcoHanbHbIX AaHHBIX (C3I1/IH), cTpouTCS HA OCHOBAHUMU:
- MEpPEYHsI IEPCOHAIBHBIX JAHHBIX;
— YaCTHOM MOJIENIM aKTyaJbHbIX YTPO3 U BEPOSITHOTO HAPYIIUTETIS;
— MOJIOKEHUS O pa3rpaHUYEeHUH MPaB JOCTYIA K EPCOHAILHBIM JTaHHBIM;
- HopMaTHBHBIX JOKyMeHTOB ®CTIK u ®Cb Poccun.

Ha ocHOBaHMM »3TUX JOKYMEHTOB OIIpEeAEseTCs HEOOXOIUWMBIM  ypOBEHBb
samumenHocty I11n xaxaoit UCITIn Oneparopa. Ha ocHOBaHMM aHanu3a akTyaJIbHBIX
yrpo3 Oe3zomacHoctu [I/[H omucanHoro B YacTHOW MOJENM akTyalbHBIX YIpO3 H
BEPOATHOTO HApYILIUTENs, JENaeTcs 3aK/IOYeHUE O HEOOXOAUMOCTU HCHOIb30BaHUS
TEXHUUYECKUX CPEACTB U  OpPraHU3allMOHHBIX MEPONpUATUH s oOecreyeHus
oesonacHoctu I1/[H. BriOpanHble HeoOxoauMble MeponpuATus oTpaxkarorca B Ilnane
MEpOIPUATHA 1O  BHYTPEHHEMY KOHTPOJIIO 3a  COONIIOJIEHHEM  0Oe30IacHOCTH
IIEPCOHAJIBHBIX TAHHBIX.

Opranu3aimoHHbIE MEPOTIPUITHUS JTOJDKHBI BKIIOUYATD:
— IIPaBOBOE OCHOBAHME JJIsA cOOpa MEPCOHAIBHBIX JaHHBIX;
— oTpeeeHIe OTBETCTBEHHBIX JIHII 32 COOTIOICHHEM Mep 0€30IMacHOCTH;
— 3aIIUTY IMEPCOHAJIBHBIX JaHHBIX, 00padaThIBacMbIX 0€3 CPEJICTB aBTOMATH3alINH;

— 3alIUTy TEPCOHAIBHBIX JAHHBIX, 0O0pa0aThIBAEMBIX C TPUMEHEHUEM CpPEJIICTB
aBTOMATH3aLINH;

— 3alUTy 0OBEKTOB OT XUIIICHUS;
— 3aIIATY ChEMHBIX HAKOMUTENCH, COACPIKAINX MTePCOHAIbHBIC TaHHBIC;
- BOIIPOCHI YHUUYTOXKEHUSI TIEPCOHATBHBIX JTAHHBIX.

B 3aBucumoctu ot ypoBHs 3ammineHHocTd UCIIIH n aktyanenbix yrpo3, C3I1IH
MOKET BKJIFOUYATh CJIEAYIOIINE TEXHUYECKUE CPEICTBRA:

- 3alIATHI OT HECAHKIIMOHUPOBAHHOTO JIOCTYTA K IIEPCOHAIIBHBIM JIAHHBIM;
- AQHTUBUPYCHOM 3aIUTHI 1JI1 pab0UMX CTAHIIMI MOJIb30BaTEIICH U CEPBEPOB;
— MEXKCETEBOTO DKPAHUPOBAHUS;

— oOHapy>KeHUs BTOPKCHUM;

- KOHTPOJIA 3alMIEHHOCTH NIEPCOHAJIbHBIX TaHHBIX;

— Kpunrorpadguyeckod 3aluThl HMHPOpMALMU, TpPH T[epefade  3aliuiiaeMon
uH(pOpMaIKU TI0 KaHajaM CBSI3U;

- 3alIUTHI CPCIAbl BUPTYyaJINU3allnun;

— 3anuThl OT yTeuku o TKYH.


??????????%206%20????????%20????????????%20??????,%20??????????%20??????.doc
??????????%2011%20??????%20?????%20????????????%20????????????%20??????.doc
??????????%2010%20?????????%20?%20?????????????%20????%20???????%20?%20??????????????%20????????????%20??????.doc
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4. TpeooBanus k noacucremam C3I1/1n
C3I1IH MOXeT BKIIIOUATh B CEOsI CEAYIOUINE MTOACUCTEMBI:

- Nnentudukanun u ayTeHTU(PHUKAIIMN CYOBEKTOB JOCTyMa MU OOBEKTOB JOCTYIA.
[Toncucrema obecrnieunBaeT MPUCBOCHUE CYOBEKTaM W OOBEKTaM JIOCTYIA YHUKAIBHOTO
npuszHaka (uaeHTUUKaTopa), CpaBHEHHE TMPEIBABIIEMOIO0 CYOBEKTOM (OOBEKTOM)
J0CTyMa WACHTU(UKATOpA C TIEPeYHEM NPUCBOCHHBIX HIACHTH(PHKATOPOB, a TaKXKe
NPOBEPKY TPUHAIJICKHOCTH CyOBeKTy (0OBEKTY) IOCTyNa MPeabsSBICHHOTO WM
uneHTudukaropa (MoATBEPKACHUE TTOVTMHHOCTH ).

— VYrpaBiaeHus: 10ocTyrnoM CyObEKTOB JocTyna K oObekTam jgoctyna. Iloacucrema
oOecrieunBaeT  ympaBlieHWEe TpaBaMHd H  NPUBWICTHSIMH  CYOBEKTOB  JIOCTYIIA,
pasrpaHWYeHHE JOCTyNa CYOBEKTOB JOCTylma K OOBEeKTaM JOCTylla Ha OCHOBE
COBOKYITHOCTH YCTAHOBIICHHBIX B HWH(OPMAIIMOHHOW CHCTEME MpaBHUJ pa3TpaHUICHUS
JIOCTYTIa, a TAKXKE 00€CTIEYMBAECT KOHTPOJIb 32 COOJIIOICHUEM ATUX MPABUI

— Orpanuyenus nporpaMmmHoi cpeasl. [loncucrema odbecrieunBaeT yCTAaHOBKY U (MJIH)
3alyCK TOJIbKO PAa3pelieHHOT0 K HCIOJIb30BaHUIO B HMHGOPMAIIMOHHON CHCTEME
MIPOTPaMMHOT0 00€CTICUCHUS WIIM MCKII0YaTh BO3MOXKHOCTh YCTAHOBKU M (WJIM) 3aItycKa
3aMpemeHHOr0 K MCIOJIb30BaHUI0 B HMH(GOPMAIIMOHHONW CHUCTEME MPOrPaMMHOIO
o0ecrnieueHus

- Peructpanuu cobwituii 6e3omacHocT. Iloacucrema obecrieunBaeT cOOp, 3aIMuCh,
XpaHeHUWe U 3aluTy HUHPOPMAIMU O COOBITHSX O€30MacHOCTH B HMH(POPMAIMOHHOMN
CHUCTEME, a TaK)K€ BO3MOXKHOCTh MTPOCMOTPA U aHaiM3a HHPOpMAIIMU O TaKUX COOBITUSIX U
pearupoBaHU€ HA HUX.

— AntuBupycHo  3amuThl. [lomcucrema — obecreunBaeT  OOHapyXeHHUE B
UH(DOPMAIMOHHOW CHUCTEME KOMIBIOTEPHBIX MPOrpaMM JHUOO WHOM KOMITbIOTEPHOU
uHdopmaluy, TpeNHA3HAYCHHOW NIl  HECAHKIMOHUPOBAHHOTO  YHUUYTOXKCHHS,
OJIOKUpOBaHUs, MOAU(PUKAIMK, KOMUPOBAHUA KOMIBIOTEPHOM HMH(POPMALUU WU
HEUTpaM3aIuy CPEJICTB 3aIUTHI HHPOPMAIIUU, a TAKXKE pearipoBaHWe HAa OOHAPYKECHUE
ATUX MPOTPaMM U UHGOPMAITHH.

— OGuapyxeHusi (npenoTBpanieHus) BTopxkeHuil. Ilomcuctema obOecrieunBaeT
oOHapyXeHHue JeWCTBUH B  WH(POPMAIIMOHHOW  CHCTEME, HallpaBJICHHBIX  Ha
HECAHKIIMOHUPOBAHHBIM JOCTYyn K WHGOPMAIMK, CHCIHAIbHBIC BO3JCHCTBUS Ha
WH)OPMAITMOHHYIO CHUCTeMY U (WJIM) TEepPCOHANbHBIC IaHHBIE B IEJSIX JOOBIBAHUA,
YHUYTOXKEHUS, UICKAKEHUS U OJOKMPOBAHMS JIOCTYyNAa K MEPCOHAIBHBIM JaHHBIM, a TaKXKe
pearupoBaHue HA ITU JCUCTBUSL.

— Kontponss (aHanmuza) 3allMIIEHHOCTH TNEPCOHANBHBIX JaHHbIX. [logacucrema
obecrieuyMBaeT  KOHTPOJIb ~ yPOBHS  3AIUIIEHHOCTH  MEPCOHABHBIX  JIAHHBIX,
oOpabaTbiBaeMbIX B HMH(DPOPMAIMOHHOM CHUCTEME, MyTEeM IPOBEICHUS CUCTEMAaTHUYECKUX
MEPOIPUATUN M0 aHAIKU3Y 3AIIUIIEHHOCTH MH()OPMAIMOHHOW CUCTEMBbl U TECTUPOBAHUIO
PaboTOCIIOCOOHOCTH CUCTEMBI 3aIUTHI IEPCOHATBHBIX TAHHBIX.

— ObecnieueHus LEIO0CTHOCTH UH(POPMALIMOHHON CUCTEMBI M IEPCOHANIBHBIX JAHHBIX.
[Toncucrema obecrieunBaeT oOHapyXeHHE (PAKTOB HECAHKIMOHMPOBAHHOTO HAPYIIECHUS
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OeJI0CTHOCTH HH(bOpMaHHOHHOﬁ CUCTCMbI M COJACPIKAIIUXCA B HEH NEPpCOHATIBHBIX
JaHHBIX, a TaKXKC BO3MOXHOCTH BOCCTAaHOBJICHHA HH(I)OpMaHI/IOHHOﬁ CUCTCMBI H
COACPKAIIUXCA B HEH IMCPCOHAJIbHBIX TAHHBIX.

— ObecrieueHust TOCTYITHOCTH MNEPCOHANbHBIX JaHHBIX. [loacucrema oOecneunBaer
aBTOPHU30BAHHBIN JOCTYI MOJIB30BATENCH, MMEIOMIUX MpaBa Mo JOCTYIY, K MePCOHAIBHBIM
JaHHBIM, COJEpXalluMcs B HH(DOPMALIMOHHOW CHUCTEME, B IITAaTHOM pEXKUME
GyHKIIMOHUPOBaHUS WH()OPMALIMOHHON CUCTEMBI.

- 3amuTel cpeabl BupTyanu3auuu. llogcucreMa UCKIOYaeT HECAHKIMOHUPOBAHHBIN
JOCTYT K TTEPCOHAIBHBIM JTaHHBIM, 00pa0aThIBAEMBbIM B BUPTYaJIbHON HHMPACTPYKTYpE, U
K KOMIIOHEHTaM BUPTYyalbHOW HMH(PACTPYKTYphl U (WJIM) BO3ACHCTBHME HA HUX, B TOM
Yyucji€ K CPEACTBAM  YIOPABJICHUS BUPTYalbHONW HWHOPACTPYKTYpPOH, MOHHUTOPY
BUPTYaJIbHBIX MaluH (TUIIEPBU30PY), CHUCTEME XPAaHEHHUS MaHHBIX (BKIIOYas CHCTEMY
XpaHEeHHs] 00pa3oB BUPTYaJIbHOM HMHQPPACTPYKTYpHI), CETH TNEpenayd JaHHBIX uepes
AJIEMEHThI BUPTYyAIbHON WM (U3NUECKOW MHOPACTPYKTYPhI, TOCTEBBIM OIEPAIMOHHBIM
CHUCTEMaM, BHUPTyaJIbHbIM MallliHaM (KOHTEWHEepaM), CHUCTEME€ M CETH PEeIUTUKAIIHH,
TEPMUHAJIBHBIM W BHUPTYyaJbHBIM YCTPONCTBaM, a TaKXE CHCTEME pPE3EpPBHOIO
KOIUPOBAHUS U CO3JaBAEMBIM €10 KOIHUSM.

— 3amuThl TEXHUYECKUX cpenctB. [loacucrema HCKIIFOYAET HECAHKIMOHUPOBAHHBIN
JOCTYIl K CTallMOHAPHBIM TEXHUYCCKUM CpEACTBaM, 00padaThIBAIOIIMM IEPCOHATLHBIC
JaHHBIC, CPEICTBaM, OOeCTIeUNBAIOUM (HYHKIIMOHUPOBAaHUE MH(GOPMAIIMOHHON CUCTEMBI
(mamee - cpencrtBa obecrnieueHus] (GYHKIIMOHUPOBAHUS), U B TTOMEIICHHS, B KOTOPBIX OHU
MOCTOSTHHO PaCIOJIOKEHBI, OOECIEYMBACT 3aIIUTY TEXHHUYECKUX CPEICTB OT BHEIIHUX
BO3JICUCTBHM, a TakKe 3alllUTy TMEPCOHAIBHBIX JaHHBIX, MPEJACTABICHHBIX B BHJIC
MH()OPMATUBHBIX JIEKTPUUECKUX CUTHAJIOB M (PU3UUYECKHX TTOJICH.

- 3amuThl MH()OPMALIMOHHOW CHCTEMBI, €€ CPEJICTB, CUCTEM CBSI3M M Iepeaaydu
nanubeix. llogcucrema — oOecrieynmBaeT — 3allUTy  MEPCOHAIBHBIX  JAHHBIX  IpH
B3aUMOJICCTBUU HMH(DPOPMALMOHHOM CUCTEMBI WM €€ OTACNIbHBIX CErMEHTOB C HMHBIMU
MH()OPMAIMOHHBIMH CHCTEMaMU M MH()OPMAMOHHO-TEIEKOMMYHUKAILIMOHHBIMU CETIMHU
MOCPEJICTBOM MPUMEHEHUsI aAPXUTEKTYpbl HH(POPMALIMOHHON CHUCTEMBI U MPOEKTHBIX
pElIeHMil, HalpaBJIeHHbIX Ha o0ecreueHrne 0e30MacCHOCTH MEPCOHATBHBIX JaHHBIX.

— BrisBienns MHIIMACHTOB W pearnpoBaHvio Ha Hux. [loacucrema obecrneunBaer
oOHapyxeHHe, UACHTU(UKAINIO, aHAJIW3 WHIHJCHTOB B MH(GOPMAIIMOHHON CHCTEME, a
TaK)Ke MPUHATHE MEP MO YCTPAHCHHUIO U TIPETYIPEKIESHUIO0 UHIIUICHTOB.

- VYmpaBnenus: koHpurypamueii nHOOPMAITMOHHONW CHCTEMBbI M CHUCTEMOW 3alllUThI
MepcoHaIbHbIX JaHHbIX. lloacucTtemMa obOecnednmBaeT yopaBieHUE HW3MEHCHUSIMU
KOH(UTypanuu HHGOPMAIIMOHHON CUCTEMbl U CUCTEMbI 3aIUThI IEPCOHATBHBIX JIAHHBIX,
aHaJu3 TOTEHIMAIBHOTO BO3JICUCTBUSA IUIAHUPYEMBIX M3MEHEHHH Ha oO0ecleueHue
0€30MacHOCTH MEePCOHANIbHBIX JIAHHBIX, & TAKXKE JOKYMEHTUPOBAHUE STUX U3MEHEHUH.
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5. IoawzoBareau UCIIIn

B HUCII[n Omnepatopa MOKHO BBIIEIUTh CIEAYIOIIME TPYIIIbI IOJIb30BATENEH,
y4acTBYIOIINX B 00paboTke u xpanenuu [1/1x:

— angmuuucTparopsl 6ezonacHoctu UCI/H;
- nons3oBarenu UCII/H;
— CHUCTEMHBIC aJIMUHUCTPATOPHI.

JlanHbIE O Tpymnmax IMOJIb30BATENSAX, YPOBHE UX JOCTyHa M MH(MOPMHUPOBAHHOCTH
JOJDKEH ObITh OoTpaxkeH B [lonokeHnun o pasrpaHUYeHHH MpaB JOCTYIA K IEPCOHAIBHBIM
JAHHBIM.

AnmunuctpaTtopsl 0e3omacaoctu UCITH:

AJIMUHUCTpATOpOM O€30MaCHOCTU SIBISIETCS IITaTHBIM coTpyaHuk Omeparopa,
OTBETCTBEHHBIN 3a QpyHkunonuposanue C3IIJ{H, Ha3HavaeTca nmpuka3zoMm McnomHsomero
00513aHHOCTH TUPEKTOpA.

AnmMunucTpaTop 6€30macHOCTH 00J1aJaeT CIEIYIONIUM YPOBHEM JOCTYIIA U 3HAHUIA:
- obnanaet npaBamu anmMunuctparopa UCIIH;
— obnanaet noiHou undopmanumeint 06 UCII/IH;

— MMEET JIOCTYI K CPEeACTBaM 3alllUThl MH(OPMAIIMU U MPOTOKOJUPOBAHUS U K YaCTHU
KroueBbIX d5ieMeHToB MCII/IH;

— HE HWMEET TpaB JOCTyNa K KOH(PUTYPUPOBAHHWIO TEXHUYECKHUX CPEICTB CETH 3a
MCKIIFOUEHHEM KOHTPOJIbHBIX (MHCTIEKIIMOHHBIX).

AnMuHHCTpaTOp OE30MaCHOCTH YIIOJIHOMOYEH:

- peann30BbIBATh MOJUTUKU Oe30macHOCTH B yacTu Hactpoiiku CK3U, mexcereBbix
KPAaHOB M CHUCTEM OOHApy>XEHUs aTakK, B COOTBETCTBUM C KOTOPBIMHU IMOJIb30BATENb
MoJIy4aeT BO3MOXKHOCTh padoTtats ¢ anemeHTamu UCII/1H;

— OCYIICCTBIIATb ayAUT CPCACTB 3alIUTLI;

- YCTaHABJINBATb JOBCPUTCIBHBIC OTHOIICHUS cBoOEH 3a1u1/11ueHH0171 CCTHU C JIPpYyIruMu
3allIUIICHHBIMHU CCTAMMU.

ITonw3oBarens UCIT/IH

[TonszoBatenem  UCII[AH  saBnsiercs  wmTaTHbId — coTpyaHuk  Omeparopa,
ocymecTisitomuii - 06padotky IIJIH. OOGpabGorka II[IH BkiIIOYaeT: BO3MOXKHOCTH
npocmotpa I1/Ix, pyunoit BBoa II/In B cucremy UCII[H, ¢dopMupoBanue CrpaBoK U
oTueToB 1o uHdopMmanuu, noaydeHHor u3z MCII/I. [Tons30BaTens HEe UMEET OJTHOMOYHUN
JUISL yTIpaBjieHus nojcucreMamu oopadotku nanHbix u C3I1J1H.

[Tonws3zoBatens UCIIH obnamaer cieayonM YPOBHEM JIOCTYIA U 3HAHUM:

— obajjaeT BCEeMHM  HEOOXOJAMMBIMU  aTpuOyTamMu  (Hampumep,  IapoJieM),
o0ecrnevnBaroIUMU JOCTYT K HEKOTOpOMY NoaAMHOXecTBY [1/1H;
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- pacmoJjiaracTt KOH(I)I/II[CHI_[I/IEIJ'IBHBIMI/I JaHHBIMH, K KOTOPBIM UMECT JIOCTYII.
CucremHbie AIMHUHUCTPATOPHI:

CucTeMHBIM aJIMUHUACTPATOPOM MOXKET OBITh IUTATHBINA COTpyAHUK Omneparopa wiu
JWIa CTOPOHHHMX OpraHU3allfii, OCYIIECTBIISIONMX CBOM (YHKIMM Ha OCHOBAaHUH
JBYXCTOPOHHEr0 10roBopa. CHUCTEMHBI aJMUHHCTPATOP HE HMMEET IOJHOMOYMU IS
yHIpaBleHUs MOJCUCTEMaMU 00paObOTKU JaHHBIX U OE30MaCHOCTH.

CucTeMHbIN aIMUHUCTPATOP 00J1a/IaeT CASAYIOUIMM YPOBHEM JIOCTYNA U 3HAHUM:

- o0jagaeT 4YacTbl0 MH(OpPMAUMU O CUCTEMHOM U NPHUKIAAHOM MPOTPAMMHOM
obecrnieuenuu UCII/IH;

— obOyajjaeT 4acThl0 HMH(pOpPMAIMM O TEXHUYECKHX CPEJICTBaX M KOH(HUTYypanuu
NCII/H;

— uMeeT GU3NYECKUH JOCTYN K TEXHHYECKUM CpelicTBaM 00paboTku MHpopManuu u
CpeACTBaM 3alUThI;

- 3HAcCT, 110 MEHBIIIEH MCPEC, OAHO JICTAJIbHOC UM JOCTYIIA.
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6. TpeOoBaHus Kk mepcoHaxy nmo odecrneyennio 3amuThl [0

Bce corpyanuku Omnepatopa, siBisitomuecs: noib3oBateiasiMu WCIIIH, momKHBI
YETKO 3HATh U CTPOTO BHIMIOIHATh YCTAHOBJIEHHBIE MPaBmiia U 003aHHOCTU MO JOCTYIY K
3aIUIIAEMbIM 00BEKTaM U COOIOICHHUIO MPUHATOTO pexknma 6ezonacHoctu [1/]H.

[Ipu BCTymieHNH B TOTKHOCTH HOBOT'O COTPYAHUKA HEMOCPEACTBEHHbI HaYaIbHUK
MoApa3JejeHus, B KOTOPOE OH MOCTYMHaeT, 00si3aH OPraHU30BaTh €ro O3HAKOMIICHHE C
JOJDKHOCTHOM MHCTPYKIIMEH W HEOOXOJMMBIMHU JIOKYMEHTaMH, perjIaMEeHTHPYIOIIUMU
TpeboBanuss mo 3ammTe IIJIH, a Takxke oOydeHHWE HaBBIKAM BBITIOJHEHUs MPOIEIYD,
HEOOXOUMBIX JIJII CAHKIIMOHUPOBAHHOTO uctoas3oBanus UCII/IH.

CoTpynHUK AOMKEH OBITh O3HAKOMIIEH CO CBeAeHUsIMU Hactosmed I[lomutuku,
MPUHATHIX Tipotenyp padbotsl ¢ anementamu UCTTIn u C3I1/]H.

CoTtpynHuKH Omneparopa, VICIIOJIb3YIOIIIHE TEXHUYECKUE CpelCcTBa
ayTeHTHU(PUKALNH, TOJKHBI 00€CIIeYnBaTh COXPAHHOCTh UAEHTU(UKATOPOB (3JIEKTPOHHBIX
kmoueid) u He pomyckath HCJ[ Kk HMM, a Tak K€ BO3MOXHOCTh HUX YTEpPH WIIU
UCIIONIb30BaHUs  TpeTbuMU  Junamu.  [lodap3oBarenu  HECYT  MEPCOHAIBHYIO
OTBETCTBEHHOCTh 332 COXPAHHOCTh UICHTU(PUKATOPOB.

Corpynnuku Omeparopa JOJDKHBI —CIIEOBaTh YCTAHOBIIEHHBIM MpOLELypaM
nojziepkanus pexuma 6ezonacHoctd [1/1H mpu BEIOOpE M UCHIOJIB30BaHUM MApOJIe (eciau
HE UCIOJIb3YIOTCSl TEXHUUECKHUE CPEJICTBA ayTEHTU(UKAIIN).

Corpynuuku  OmepaTopa JIOJDKHBI — 00€CIIEUMBATH  HAUICKANIYH  3allUTy
000OpyZI0BaHUsI, OCTaBIIEMOro 0e3 MPUCMOTpPa, OCOOCHHO B TEX Clydasx, KOTJaa B
MOMENICHNE WMEIOT JOCTYI IOCTOpOHHUE nuia. Bce monb3oBaTenu JOMKHBI 3HATH
TpeboBanus 1o 6e3omacHocty [1J[H 1 nmporeaypsl 3amuThl 000PYyI0BaHUS, OCTABICHHOTO
0e3 mpUCMOTpa, a TAKKE CBOM 00S3aHHOCTH 10 00ECIIEYEHUIO TaKOW 3aIlUTHI.

CoTpynHukaMm  3ampeniaeTcsi  yCTaHABIMBATh  ITOCTOPOHHEE  MPOrPAMMHOE
oOecrieueHue, MOJAKI0YaTh JINYHbIE MOOWIIbHBIE YCTPOMCTBA U HOCUTENIW MH(GOpMAIUH, a
TaK K€ 3alKiChIBaTh HA HUX 3aIMIIAEMYI0 HH(OPMAIIHIO.

CoTpyaHukaMm 3arpeniaercsl pasrjamaTh 3allUdIIaeMylo HH(POpPMalUIo, KOTopas
cTaja UM W3BECTHA IpH padoTe ¢ uHbOpMaAIMOHHBIMU cucTeMamu OnepaTopa, TPEThUM
JUAM.

IIpu pa6ore c¢ I1[In B UCII[H corpyanuku Omneparopa 00si3aHbI OOECHEYUTH
OTCYTCTBME BO3MOKHOCTH mpocmotpa II/IH Tpetbumu nunamu ¢ MOHUTOPOB APM wnn
TEpPMHHAJIOB.

[Tpu 3aBepmienun pabotel ¢ UCIIn cotpyanuku o6s3anbl 3ammtuth APM umm
TEPMUHAJIBI C TIOMOIILI0 OJIOKMPOBKHU KITIOYOM HIIM DKBHUBAJICHTHOTO CPEACTBA KOHTPOJIS,
HarpuMep, JOCTYNOM TI0 Tapoiio, €CIM HE HCIONb3YIOTCA Oojee CUIBHBIE CPEICTBa
3alUTHI.

Cotpynnuku OmepaTopa AODKHBI ObITh NpouH(opMHpoBaHbl 00 yrposax
HapymeHust pexuma Oe3omacHocty IIJI[H U oTBeTCTBEHHOCTH 3a ero HapyuieHue. OHu
JOJDKHBI OBITH O3HAKOMJIEHBI C YTBEpXKIEHHOW (DOpMaIIbHOW MPOLEAYpOl HallOKEHUS
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JTUCLUIIMHAPHBIX B3bICKAHUN HA COTPYAHUKOB, KOTOPBIE HAPYLIWIA IPUHSTHIE MIOJIUTUKY
u miporieaypsl 6e3onacHoctu [1J1H.

CotpynHuku 00s3aHBI 0€3 MpoMeEJJIEHHUs coo0IIaTh 000 BceX HAOJIOAaeMbIX WIIU
noA03pUTeNbHBIX ciaydasx padotel MCII/IH, Morymmux rmoBieub 3a COOOW Yyrpo3bl
ocszonmacHoctr IIJ[H, a Takke O BBISBJICHHBIX HMH COOBITHSAX, 3aTPardBarOIIMX
oc3omacHocth [IJIH, pPYKOBOJACTBY TOApa3JiCiCHUS W JHIly, OTBEYAlOmeMy 3a
HEME/UICHHOE pearnpoBaHue Ha yrpo3sl 0e3onacHocT T1]1H.
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7.  OTBeTCTBEHHOCTb COTPYAHHUKOB

B cootBerctBUM co cT. 24 DenepanbHOro 3akona Poccuiickoin denepanuu ot 27
utosia 2006 . Ne 152-®3 «O nepcoHanbHBIX JAaHHBIX» JIMIA, BUHOBHBIE B HapYyIICHUU
TpeboBaHuil JaHHOro @DenepalbHOrO 3aKOHA, HECYT TPaXIAAHCKYIO, YrOJOBHYIO,
aAMUHUCTPATUBHYIO, JUCLUILUIMHAPHYIO U UHYIO MPETYCMOTPEHHYIO 3aKOHOIaTEIbCTBOM
Poccniickoit @enepannn OTBETCTBEHHOCTb.

JleficTByIOIIIEE 3aKOHOJATENLCTBO P® TO3BONSIET MNPEIbABISATH TPEOOBAHUS TIO
oOecrieueHnt0 6e30macHO paboThl ¢ 3alMiaeMord MHPOpMalue U MpeaycMaTpUBacT
OTBETCTBEHHOCTh 3a HapylI€HUE YCTAHOBJIEHHBIX MpaBui dKcrutyaTaiuu OBM u cucrem,
HEMPaBOMEPHBIN TOCTYI K MHGOPMAIMK, €CIIA 3TU NEHCTBUS MPUBEIH K YHUYTOKEHUIO,

0JI0KMpOBaHUI0, MOIUMUKAIIMN WHDOPMAITUU WK HapylleHuto padoTel OBM wnu cereit
(cratbu 272,273 u 274 YK PO).

Anmunuctpatopsl 0e3omacHoctd UCII/IH HECyT OTBETCTBEHHOCTh 3a BCE JIEUCTBUS,
COBEPUIEHHBIE OT UMEHH MX YYETHBIX 3aIIMCEU WJIM CUCTEMHBIX YUYETHBIX 3aIIUCEN, ECIIU HE
J0Ka3aH (PaKT HECAaHKIIMOHUPOBAHHOTO MCMOJIb30BaHUS YUYETHBIX 3alHUCEH.

[Ipn Hapymenusax corpynHukamu Oneparopa — mosib3oBarenend MCII/H npaswd,
CBA3aHHBIX C Oe3zonacHOCThO [IJ[H, OHM HECYT OTBETCTBEHHOCTb, YCTAHOBIJICHHYIO
JNENCTBYIOIIUM 3aKOHOAATENBCTBOM Poccuiickont denepanumu.



